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A business conversation?

"Here is my\ Here is my
project. Is dangerous
it safe? plan! Sign off
- \f/ on it!
:\, \
Justify our ¢ ‘ Here’s a
budget with this W | checkiist! Fil it
makework! out! y
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A business conversation?

" What do these [ can't be
phrases mean? bothered to
) \T‘ *understand this.

1

- * we'l f|II tout
L for you.

We’ll do the
work, just give us
more budget! \- y
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" |s it done yet?

.

I’'m smarter than
you are, and |
know big words.
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A business conversation?

All | care about

1}

IS my schedule.

Why didn’t you A
Just <woggenas
K\OoEIEI&G>? j




A busmess conversation?
I’m going to do

this no matter

; ‘1

N
I'm just CYA over No, but we don't
here. You’'re fine, recommend you
but | won’t admit it. \do this. y
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Cybersecurity
What is ite

Enabling and facilitating
organizations to make wiser
risk decisions
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Decision Making

Humans make decisions.

Or do theye
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Party Tricks
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ACT Gordon's Stages of Learning <&

Unconsciously Skilled

Consciously Skilled

Consciously Unskilled

Unconsciously Unskilled
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DEC|DE Risk management ought fo be easy

Loss $5M
Probability | 10% / year
ALE $500K

Price of buying $50K

Maintenance $14K

Reduction in events 10%

Cost | $26K / year
Risk Reduction | $50K / year

Savings | $24K / year




D ECI D Actuarial risk measurement is
expected loss measurement
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Remediation
Official = 0.87
Temporary = 0.9
Workaround = 0.95
None = 1.0

CVSS 2.0

Confidentiality Integrity Availability

None =0 None =0 None =0

Partial = 0.275 Partial = 0.275 Partial = 0.275

Complete = 0.660 Complete = 0.660 Complete = 0.660
N o

Impact

Base

f—) 1.176* (.6*Impact + 4 *
Exploitability -1.5)

10.41* (1-
/ (1-Conf)*(1-Int)*(1-Avail)
Range: 0,2.86275 to 10

'4

Access Vector Af:cefs Complexity
_ High = 0.35
Local = 0.395 L
) _ Medium = 0.61
Adjacent = 0.646 Low = 0.71
Network = 1.0 LA
Authentication \
Multiple = 0.45 —
Single = 0.56 —p 538’%7‘3’2’% . AL
N =0.704
one (1.24425 to 9.9968)
Exploitability
Unproven = 0.85 Temporal
';OCt.: O'? 095 Base * Exploitability *
unctionat = £. Remediation * Confidence
High =1.0

(decrease by up to 33%)
—

Confidence
Unconfirmed = 0.9
Uncorroborated = 0.95
Confirmed = 1.0

Target Distribution
None= 0

Low (<25%) = 0.25
Medium (<75%) = 0.75
High (>75%) = 1.0

Final Score
Temporal +

(10-Temporal) *
Collateral * Target

Collateral Damage
None =0

Low = 0.1
Low-Medium = 0.3

¢ Medium-High = 0.4

High = 0.5




DECIDE 700k possibilities! (45M with customization)




DECIDE ormaybe about 30....

W Patched

O Remote Open
[ Local Open
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DECIDE =

SCENARIO

Reflexive
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DECIDE I\

Cost Context Matters
- You are given one opportunity - Would you bet $1?

to play a game. - Would you bet $10?
- A fair, 20-sided die will be rolled. Would you bet $1007?

+ You bet X; if your number is - Would you bet $1,0007?

rolled, you keep your bet, and
get back 20X; otherwise, you ~ ° Would you bet $10,000?

lose your bet. - Would you bet $100,000?
- Your expected payout is thus - Would you bet $1,000,0007?

1.05.
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ORIENT

Baseline
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10 ®
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X-average:. 9
Y-average: /.5
Slope: 0.5
Y-Intercept: 3
Correlation: 1.000
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Data Set 4

X-average:
Y-average:
Slope:

Y-Intercept:
Correlation:
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OBSERVE ...
[Op’rimized to filter ou’r] A

ORIENT
[ Frames tend to be ]
sticky

[ Preference reflexive ]

the unnecessary
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